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Abstract

interdisciplinary approaches to digital justice.

In the age of rapidly advancing technology and rising digital threats, the field of forensic dentistry has begun to play a surprising yet
significant role in cybercrime investigations. Traditionally linked to identifying human remains and bite mark analysis, forensic dentists
now contribute valuable insights in cases involving identity fraud, digital impersonation, and facial recognition anomalies. Their expertise
is crucial in authenticating biometric data, especially where dental imaging intersects with digital identity verification systems. This paper
explores how forensic odontology is expanding its scope beyond the conventional, integrating with cyber forensics to tackle crimes like
deepfake manipulations, illicit biometric data use, and cross-border identity theft. As cybercrime grows more sophisticated, so too must the
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Introduction

Participation in social online communities should be
respectful. They should use these platforms safely, both
legally and ethically. But Dentists will come across cases
when these things are being used that are not legal or are
unethical, and their expertise in dentistry is needed to solve
such problems, e.g., digital identity verification systems.
Therefore, forensic dentists must have knowledge and skills
in digital forensics to effectively deal with such cases.

Forensic odontology

Forensic Odontology is a branch of science that applies
knowledge and skills of dentistry to help the investigation
and judicial system of a country apprehend the criminals and
solve the cases by determining the severity of injuries, and
also helps in the identification process in various criminal
and humanitarian issues.!"

Digital literacy

It is the problem-solving capacity of having the skills to
use data legally and ethically by using the technologies for
communication in a responsible manner.”
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Forensic dentists should know how to use social media
responsibly. It is a necessary skill for dentists to avoid
unnecessary litigation.)

Growth of digital crimes

Identity thefts in India in 2020 were 20,000; in 2021 were
18,000; in 2022 were 19,000 and in 2023 were 17,000; and in
2024 were 18,000, as per the National Crime Records Bureau
of India. ¥

Digital literacy for forensic odontologists

Forensic odontologists can help in the identification scenarios,
especially in those cases of cybercrimes where other methods
of identification are of little help, especially in cases with
digital evidence.

In mass disasters, antemortem records may be in digital
form, which are utilised for identification in mass disasters.P!
Whenever dental records are recovered digitally, forensic
dentists can help in analysing the same digital evidence and
help in the investigative process of a cybercrime !

Dentists can complement the digital evidence by providing
physical identification parameters of the criminal involved in
cybercrime.!”

Different Types of Digital Crimes Involving Dentistry

Digital impersonation

It is the use of digital technologies to assume the identity of
other people. It includes email impersonation and corporate
impersonation, virtual and audio impersonation, and network
and technological impersonation. In any such cases, dentists
can be victims, and they should be awareness of it.
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Identity fraud

For illicit gains, the personal information of someone is used
fraudulently. It can be dental and medical identity theft,
financial identity theft, or online identity theft.

Facial recognition anomalies

Facial reconstruction is the domain of dentists. Facial
recognition is a highly safe and dependable method, yet
it can be exploited due to anomalies and vulnerabilities
in the system. By spoofing and backdoor manipulations,
unauthorised access can be made to a system.®*1*

Deepfake manipulations

There can be a potential fraud where the dental images are
being used for identification. It can use advanced artificial
intelligence by manipulating dental radiographs and dental
images. There can be mistreatment due to misdiagnosis, which
may involve a huge expenditure. Misinformation about dental
products can also be misused in dentistry. 112

Identification of human remains

Forensic odontologists are part of the team for the identification
of human remains. It uses advanced databases and advanced
technologies in addition to other methods, e.g., DNA profiling
and dental records. Online manipulations of any of this data
or databases can lead to misidentification and financial fraud.
CODIS and NAMUS are important databases that are utilised
for identification.!'”

Bite mark analysis

Bite mark analysis helps in the identification of the offenders
by studying the pattern of the bite marks on the victim.!'
151 especially in the sexual crimes.l'®!”! 3D scanning has
improved this method, and Cloud Compare Software is used to
analyse. 'l Wherever networks and computers are used, there
are chances of using them fraudulently and misidentification
of the offender.

Cross-border identity theft

Digital technologies are helping cross-border transactions and
facilitating business, but at the same time, cybercriminals are
misusing them for financial fraud and other crimes. In one of
the crimes, personal data of 147 million persons was stolen and

misused, resulting in a lot of financial losses ['”! and Interpol
plays a crucial role in preventing such crimes, and forensic
odontologists are part of Interpol. Terrorists are using air
travel by producing false e-documents, and immigrants are
being provided false documents to settle in other countries.

Encrypted technology is being used by criminals to avoid
being caught. 2% Forensic dentists must be aware of this.

Hllicit biometric data use

Biometric data is used to give security so that there is no
identification misuse. Cybercriminals misuse the biometric
data to commit crimes, mostly financial fraud. Biometric data
is traded on the dark web for criminal use. Prevention can

be done by storing a biometric system in another biometric
system through Steganography. ]

Digital identification verification systems

Raise concerns regarding the privacy of individuals. Mass
surveillance can be done by using this system, which is again
a concern for the privacy of the users. 2

Digital Evidence

Digital forensics involves computer forensics, mobile
forensics, network forensics and cloud computing forensics
and IoT forensics. The evidence must be convincing to the
court; therefore, it must be complete. It must be accurate and
authentic.

Evidence in digital crime: this can be in the form of
images, videos, audios and text messages, which can establish
a link between the crime and the offender in the courts. This
data is not visible and is very sensitive and fragile. If it is
handled properly, only then will it be useful; otherwise, it will
lose its integrity 4. If any crime is committed using electronic
media and computers, a digital trace is left on the machine,
and this may be the incriminating evidence.

Digital evidence has to be collected after finding its
origin and preserved. After analysis, reconstruction is done,
and finally, it is to be presented in the courts. It involves the
recovery of data and IP address tracing to link the machine
and the criminal to the crime. This also involves encryption
and decryption of the data. There is a need to identify the
files and their conversion and erasure. This evidence must
be authentic. ¢

Collection of digital evidence
Chatlogs and screenshots are the useful parts of these
protocols; time stamps also help in this process. Collection of
datais very important as it will help in establishing the crime.
This data is transmitted electronically. Y See that the data,
when collected, does not get adulterated. Different methods
and tools can be utilised if the systems are compromised. 2"
Protocols of evidence collection in digital crimes should
be followed meticulously.

Preservation

Data collected can be manipulated. To prevent it, Blockchain
technology is used. There are two phases in a blockchain-
based crime investigation system, which are hot and cold
blockchains. Images and videos are stored in cold blockchains,
and frequently changing data can be stored using by hot
blockchain method. ?#

Maintaining the digital chain of custody of evidence is
very crucial and involves a QR code to ensure that evidence
remains tamper-proof by linking physical evidence with the
digital evidence. !

Handling of victims of digital crimes
It is utmost desirable that forensic odontologists collaborate
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with the cyber experts and law enforcement agencies. In this
way, a better outcome can be expected as we will use the
energy and resources properly.

Psychological help to the victims of cybercrime
Dentists must be educated on how to deal with the victims of
trauma. They must have the psycho-education about the same,
and this is especially important if the victim is a child. B

Never forget to refer the cases to the psychologist or
psychiatrist, depending upon the condition of the victims,
as this omission may sometimes lead to the loss of the life
of the victim.

Forensic odontologists should advocate for the victims so
that victims become useful and resilient members of society
again.

Ethics in the collection of digital crimes
Admissibility of digital evidence and complying with privacy
laws is a big challenge. There can be biases in the analysis of
the digital evidence, so established methods should be used.
There may be jurisdiction conflicts also. There is a need to
comply with the search and laws of seizure of the evidence.
A balance has to be maintained between human rights and
legal requirements Y

Technology advances rapidly compared to laws, so there
will always be gaps in the technologies and legal framework,
and there will always be challenges regarding the admissibility
of digital evidence.

Material and Methods

Academic search engine Google Scholar has been used to
find the relevant literature i.e. Journal articles, conference
papers using the key words. YouTube and Google Search
engine has been used to supplement the scholarly research
for some reports and whitepapers from reputed organizations
and government websites and academic institutions which
have been used to review the current situation and their
applicability for the forensic nurses. Only relevant material
available in English has been used. Materials from non-
credible sources and not in English have been excluded. A
thematic analysis was conducted for recurring patterns, gaps

and emerging trends.

Discussion

Dentists require digital literacy so that no offender takes
advantage of digital illiteracy amongst dentists to circumvent
the investigative system.

Challenges
Digital evidence is always challenging and becomes
inadmissible in court many times if the legal process is not
adhered to while collecting the evidence. 23

Problems in the investigation of digital crimes include
integrating digital and physical evidence, and this may
require special techniques. There is also a need to maintain

the authenticity and integrity of the digital data so that these
remain admissible in the courts.

Advanced computational methods are required because
digital data, in most cases, is of huge volume and it requires
Optical Character Recognition and Text Comparison
Algorithms.

Ethical dilemmas

Privacy of the persons with whom dentists are dealing is a big
issue, and they should always try to ensure that the privacy
of the individual is not interfered with. Information about
the patients should only be given according to the law of the
country, and the same holds true for the digital evidence.

Ethical dilemmas are always there before dentists when
they come across criminal cases. According to the ethics of
their profession, they have to be loyal to the persons with
whom they are dealing, but simultaneously, they have to take
care of the legal process and obligations. Sometimes these
may be just opposing each other.

Sometimes, due to heinous crimes and their publicity in
the press, a person may become biased. Dentists should avoid
bias when they are dealing with such cases, and they should
always remain unbiased.

How to overcome the challenges?

Informed consent, wherever applicable, should always be
taken first before proceeding with the collection of the
evidence. Biases and personal beliefs should be avoided while
performing these medicolegal duties, and we must not forget
the truth. B3

Principles of ethics are very important; principles of
autonomy, beneficence, non-maleficence and justice must be
followed. Evidence-based decisions in previous such cases
should be followed in cases of doubt. P4 If unable to conclude
how to handle the ethical dilemma, it is always better to
consult Hospital ethics committees and legal advisors.

Secure storage and secure transfer of the data should
always be taken care of, and a chain of digital evidence of
transfer should always be maintained. It is better to protect
the files with passwords while transferring the data.

Login ID, pasword, personal identiofaction number
(PIN), Personal Identification Number (PIN) and two-
factor authentication systems have been used, but these are
becoming insufficient to protect the systems. To overcome
the privacy challenges, techniques such as steganography
and behavioural biometrics can be utilised. A two-layered
e-biometric system can also be used. 1 3

Prolonged or first-time exposure to forensic digital
evidence may lead to burnout amongst the doctors, and
this impact should be taken care of by peers and superiors.
Professional help should always be sought and provided
promptly.

15 cybercrime forensic labs have been established in India,
and a Digital Personal Data Protection Act was enacted in
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2023 to reduce and curb cybercrimes. ¥
It is very pertinent to have a framework for the collection
of digital evidence so that it can be admissible in court. **

Awareness

Awareness of cybercrimes is needed amongst dentists and
forensic dentists so that hackers may not be able to get personal
information by sending fake emails and messages or while
using websites. There is always under-reporting because of the
shame involved in these frauds. By using personal information
of someone, they may take the dental services and dental
prescriptions and raise fraudulent dental bills. This involves
complicating dental records and insurance claims.

Academic Courses

Most forensic dentists do not study the digital evidence
collection and preservation, so specialised small courses
can be started for forensic dentists to learn these different
aspects of digital and cybercrime should be initiated so that
forensic dentists can handle such cases when they have to
deal with them.

Team work

A forensic odontologist can be an important member of the
team to build a strong case against the offender and provide
justice to the victims. They can help in thwarting digital
crimes, especially against young people.

Conclusion

A time is coming when digital crimes will not be uncommon.
In some cases, the help of the forensic odontologist will be
required. Forensic odontologists should be fully aware of the
issue and should be equipped with the knowledge and skills
to handle such cases. While handling such cases, they should
also be aware of the challenges, including ethical challenges,
so that they can become an important member of the team
investigating digital crimes. Online crimes sometimes leave
an invisible trauma on the victims. Forensic odontologists
should know how to deal with the victims and offenders of
digital crimes. They should know how to identify, collect,
preserve, and analyse the data. Validation and justice should
be their aim and can provide healing in some cases. They
should also understand how they have to present the dental
evidence in cybercrimes to the courts. Dental educators should
take the lead to empower their dental students to deal with
cases of digital crimes.
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